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Data Protection Act (Bundesdatenschutzgesetz, BDSG) ~ 4 £ =
Personal Information Protection and Electronic Documents
Act® -

FlecR B 4 R LR P (General Data Protection
Regulation[GDPRID#f & 7 s 4 2ot B %0 5] 1@ GDPR i * el -
" EREBEMN K BENEE R ERHBERPN L AREA
PRARS T RIRCE BN A N L eng b g ¥ 5 ptvb > GDPR R g
I ek AF i 7] GDPR 1% 28 g BRI & » B
- RAFTROETOAT pJ HER FEF BT RS 8- F GDPR
R 5 R R F R FE R

4 r

It
E

jﬁ (data processor) e

EN

SOEER (A NEROREERDY T EANER ) RERE S - BB RELERIT - 418

2013 12 H > 91 H > 102-103 H -

GDPR, Article 4, “For the purposes of this Regulation: (1) ‘personal data’ means any information
relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person
is one who can be identified, directly or indirectly, in particular by reference to an identifier such as
a hame, an identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that
natural person;”

GDPR, Article 84, “Penalties 1. Member States shall lay down the rules on other penalties applicable
to infringements of this Regulation in particular for infringements which are not subject to
administrative fines pursuant to Article 83, and shall take all measures necessary to ensure that
they are implemented. Such penalties shall be effective, proportionate and dissuasive.”
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FARpd FRBBANZS 1ES 1A BE Bz R 02 FgH

R AAMENET Y 8EB A TR EEAR TS

)

"4 W8 B M A & B % & A (General Data Protection Regulation(GDPR) >
Datenschutz Grundverordnung (DSGVO))% 84 &5 1 T T o NLIRIEIE » BENEN AT
A1 & BB ek & HAESTHUE > B E N BRI ER R HE R hE B R ERE ST
SEHEERE - BeckOK DatenschutzR/Brodowski/Nowak, 31. Ed. 1.2.2020, BDSG § 42 Rn. 15.

b Bk EAR B AR ENT B RN A EEE SRR EERE - BEEETIE) -

BeckOK DatenschutzR/Brodowski/Nowak, 31. Ed. 1.2.2020, BDSG § 42 Rn. 15-16.

BeckOK DatenschutzR/Brodowski/Nowak, 31. Ed. 1.2.2020, BDSG § 42 Rn. 4.

10 BeckOK DatenschutzR/Brodowski/Nowak, 31. Ed. 1.2.2020, BDSG § 42 Rn. 6.

' BeckOK DatenschutzR/Brodowski/Nowak, 31. Ed. 1.2.2020, BDSG § 42 Rn. 45.

Y SBRSEE A ER 2 e R AT M IR R £ (4 E i BRI SS 303 & AT - BeckOK
DatenschutzR/Brodowski/Nowak, 31. Ed. 1.2.2020, BDSG § 42 Rn. 46.

13 BeckOK DatenschutzR/Brodowski/Nowak, 31. Ed. 1.2.2020, BDSG § 42 Rn. 7.
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o

CHARTER OF FUNDAMENTAL RIGHTS OF THE EUROPEAN UNION

Article 8 Protection of personal data

1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of the consent of the
person concerned or some other legitimate basis laid down by law. Everyone has the right of
access to data which has been collected concerning him or her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent authority.

Y EEAE A NERHREARA > MEEA SR AEETLREZEESR 0 PIR 2017 T H > 5

160 H -

1> BeckOK DatenschutzR/Brodowski/Nowak, 31. Ed. 1.2.2020, BDSG § 42 Rn. 22.

'° BeckOK DatenschutzR/Brodowski/Nowak, 31. Ed. 1.2.2020, BDSG § 42 Rn. 25-27.

" Art. 4 GDPR  Definitions
(2) ‘processing’ means any operation or set of operations which is performed on personal data or on
sets of personal data, whether or not by automated means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction, erasure or
destruction; " BRER | At5EHE A\ ERIEUE A ERHE ZMITIERHRF AT IR - FHEEE

HEMEIT - GIAOUEE - 508  4HAS - SERME - BlifE - CUORECEE - e - BRI - R 15}

WeEE - %%TZLX Lt 77 2 E 2 15 DUEE AR & ~ TR - MHERECEH @Aﬂﬁ{l)\ SR REER

A HEE AR SEETOREZE SR - Wk > 2007 F7 H » 55160 H -

8 BeckOK DatenschutzR/Brodowski/Nowak, 31. Ed. 1.2.2020, BDSG § 42 Rn. 45,

VR - MRETIEREEE - EE RS 0 THINESE  MEREE > TR RS L
fill» 2019 £ 7 H » &€ 19 H - BeckOK DatenschutzR/Brodowski/Nowak, 31. Ed. 1.2.2020, BDSG §
42 Rn. 48.
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? GDPR, Recital 85, “A personal data breach may, if not addressed in an appropriate and timely
manner, result in physical, material or non-material damage to natural persons such as loss of
control over their personal data or limitation of their rights, discrimination, identity theft or fraud,
financial loss, unauthorised reversal of pseudonymisation, damage to reputation, loss of
confidentiality of personal data protected by professional secrecy or any other significant economic
or social disadvantage to the natural person concerned...”.

Data Protection Act, Explanatory Note 222, “A personal data breach could lead to a loss of control
over data, limitation of rights, reputational damage and other social or economic disadvantages.
Therefore, in the event of a data breach whereby there is a risk to the rights and freedoms of the
individual, the controller is obliged to inform the Commissioner without undue delay, and where
feasible, within 72 hours of becoming aware of it and give details as to how they are mitigating that
risk.”
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